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The Arbabsiar Plot: 
Threat Assessment and Modern Attack Scenarios 
 
Classification: Declassified – Analytic/Educational Purposes 
Subject: Asymmetric Attack on US Orchestrated by Iran 
Region: The United States Homeland 

 
EXECUTIVE SUMMARY 
 
The 2011 Arbabsiar plot is the most important single data point in understanding 
the realistic potential for an Iranian-directed terrorist attack on the United States 
homeland. It is not important because it succeeded. It is important because it failed 
for exactly one reason: the Mexican cartel contact that Mansoor Arbabsiar recruited 
to carry out the operation was a DEA informant. Remove that one contingency — 
and the plan proceeds. A sitting Saudi ambassador to the United States is 
assassinated in a crowded Washington, DC restaurant during lunch service. 
American civilians die. And the operational architecture responsible is the Islamic 
Revolutionary Guard Corps Quds Force, acting through a Texas-based Iranian-
American asset, using Los Zetas cartel logistics purchased for $1.5 million. 
 
That is not a theoretical threat scenario. It is a documented conspiracy that reached 
operational maturity before law enforcement interdicted it. Understanding exactly 
how it was built — and how it would be built differently, more effectively, and at 
greater scale in the current environment — is not an academic exercise. It is a 
baseline threat assessment that should anchor every serious analysis of Iranian 
capabilities and intent against the United States. 
 
This threat matrix provides that baseline.  
 
It then applies it to the current operational environment — Epic Fury, direct US-Iran 
military conflict, degraded IRGC command structure, 31 autonomous regional 
commanders — and arrives at a sober conclusion: the conditions that made the 
Arbabsiar plot possible in 2011 are more favorable to Iranian operational planning 
today, not less. 
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THE PLOT: OPERATIONAL ANATOMY 
 
ORIGINS AND RECRUITMENT 
 
The Arbabsiar plot originated, as best US prosecutors could establish, in late 2010 
or early 2011, when Mansoor Arbabsiar — a 56-year-old naturalized US citizen of 
Iranian origin, residing in Corpus Christi, Texas, and running a series of failing small 
businesses — was recruited by a cousin who was an IRGC officer. The cousin 
introduced Arbabsiar to Gholam Shakuri, identified in the federal indictment as a 
senior official of the IRGC Quds Force, and to a second, unnamed Quds Force officer 
whose role was more senior still. 
 
The operational idea was straightforward, if audacious: recruit a Mexican drug cartel 
to assassinate Saudi Arabia's Ambassador to the United States, Adel al-Jubeir, on 
American soil. The target was not selected arbitrarily. Al-Jubeir was one of the most 
prominent symbols of the Saudi-American relationship that Tehran had identified as 
a direct threat to Iranian regional interests. His assassination in Washington would 
simultaneously humiliate the United States on its own territory, terrorize the Gulf 
Arab diplomatic community, and deliver a psychological blow to the Saudi 
government at a moment of heightened Iranian-Saudi sectarian tension in the 
aftermath of the Arab Spring. 
 
The choice of a cartel execution mechanism was equally deliberate. Iranian 
intelligence had assessed that the Quds Force lacked the domestic operational 
infrastructure in the United States to carry out a high-profile assassination without 
the operation being traced back to Iranian handlers. But Los Zetas — one of 
Mexico's most brutally effective trafficking organizations, which had by 2011 
established documented operational reach inside the United States — could 
theoretically be acquired for cash. The tradecraft logic was: buy the capability 
through a deniable commercial transaction. If the operation was successful, the 
murder looked like a cartel killing. If it was interdicted, the connection to Tehran 
required an investigative chain that might not be publicly established before the 
political damage was already done. 
 
THE OPERATIONAL NETWORK 
 
Mansoor Arbabsiar served as the primary asset and point of contact. His role was 
not to carry out the assassination himself. His role was to be the interface between 
the IRGC handlers in Iran and the cartel contact in Mexico — leveraging his 
American residency, his US passport, and his ability to move freely between the 
United States, Iran, and Mexico without triggering immediate intelligence 
community attention. 
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Gholam Shakuri was Arbabsiar's primary Quds Force handler. Shakuri maintained 
communication with Arbabsiar through secure phone calls and provided operational 
direction, including the specific authorization to proceed once a reliable cartel 
contact appeared to have been secured. Shakuri's role was not passive 
management. He was an active operational participant who approved the funding 
structure, sanctioned the target, and was in direct communication with Arbabsiar as 
the plot developed. 
 
Brigadier General Abdul Reza Shahlai — identified by US prosecutors as a senior 
Quds Force official — is widely assessed by US intelligence to have been the 
architect of the plan at the IRGC command level. Shahlai was not named in the 
initial public indictment but was identified in subsequent US government actions, 
including a State Department terrorism designation and a $15 million reward offer. 
His role was strategic conception and command authorization — the decision to 
attempt a cartel-facilitated assassination on American soil was not a field 
improvisation by Shakuri. It was an approved Quds Force operation with senior 
command backing. 
 
The cartel contact — presented to Arbabsiar as a Los Zetas-connected individual 
capable of organizing the assassination — was in fact a DEA confidential informant. 
This single fact is the entire reason the plot failed. Not disrupted by sophisticated 
SIGINT. Not interdicted by FBI surveillance of Iranian-American networks. Stopped 
by an informant who happened to be in place when Arbabsiar made his approach. 
 
TARGET SELECTION 
 
Ambassador Adel al-Jubeir was selected for a combination of symbolic and 
strategic reasons. As Saudi Arabia's envoy to Washington, he embodied the US-
Saudi security partnership that had become the primary external constraint on 
Iranian regional ambitions. He was a high-profile public figure — a regular fixture in 
Washington diplomatic and media circles — whose death on American soil would 
create maximum political shock. The choice of a diplomatic target also triggered 
Article 22 of the Vienna Convention, potentially dragging other Gulf Arab states 
into the political fallout and amplifying the coercive message to Riyadh. 
 
The preferred attack venue was a specific Washington, DC restaurant where al-
Jubeir was known to dine regularly. The method discussed was a bomb — a device 
to be detonated in the restaurant during lunch service. Arbabsiar was recorded 
telling the DEA informant that other patrons would likely be killed and that this was 
acceptable collateral damage. The IRGC handlers, when briefed on the probability 
of civilian casualties, reportedly did not object. 
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This point is worth holding. The IRGC sanctioned a mass casualty attack on a 
civilian restaurant in a major American city in order to kill one Saudi diplomat. The 
constraint on the operation was not moral. It was logistical and financial. 
 
FUNDING 
 
The financial architecture of the plot was simple. The IRGC agreed to pay $1.5 
million to the cartel for the assassination. Half was to be paid upfront — $500,000, 
transferred to a bank account specified by the DEA informant. The other $1 million 
was to follow upon completion of the operation. 
 
The $500,000 payment was actually transferred to an account controlled by the 
DEA. Its origin was traced to Iranian-linked financial intermediaries using wire 
transfer channels that routed funds through third-country accounts. The transaction 
demonstrated that the IRGC had established the financial infrastructure to move 
operational cash into the United States through mechanisms that cleared standard 
banking compliance filters. 
 
At $1.5 million total for a high-profile assassination, the Arbabsiar plot was 
extraordinarily cheap for the strategic effect it was intended to produce. The IRGC 
was purchasing a capability — cartel operational reach inside the United States — 
that it could not replicate through its own domestic infrastructure, at a price that 
represented a fraction of a single day's Quds Force external operations budget. 
 
INTERDICTION AND PROSECUTION 
 
Arbabsiar was arrested at John F. Kennedy International Airport on September 29, 
2011, upon returning from a trip to Mexico where he had met with the DEA 
informant. He confessed almost immediately and cooperated extensively with 
investigators. His rapid cooperation — he essentially talked without prompting — is 
itself an operational data point. He was not a trained intelligence officer. He was an 
asset: a civilian with family IRGC connections, recruited for a specific operation, with 
no counter-interrogation training. 
 
Arbabsiar pled guilty in October 2012 to conspiracy to murder a foreign official, 
conspiracy to use a weapon of mass destruction, and conspiracy to commit an act of 
international terrorism. He was sentenced to 25 years in federal prison. Shakuri was 
indicted in absentia and has never been apprehended. He remains in Iran. Shahlai 
has never faced charges in a US court and continues to operate from within Iran 
with a $15 million reward on his head. 
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The operational failure rate of the plot: one out of one attempt. But the operational 
failure was not a capability failure.  
 
It was a fortune-in-the-informant failure. Those are different things. 
 
WHAT FAILED, WHAT DIDN'T, AND WHY IT MATTERS 
 
The Arbabsiar plot is frequently characterized as amateurish. The characterization is 
superficially accurate and analytically misleading. Arbabsiar was, by all accounts, a 
poor operative — disorganized, loquacious, incautious, and catastrophically wrong 
in his assessment of his cartel contact. These are real operational deficiencies. 
But the plot was not amateurish in its concept. Its concept was sophisticated: use a 
deniable civilian asset to bridge the gap between IRGC command and a criminal 
organization capable of executing violence inside the United States; pay for the 
capability through financial intermediaries that obscure the state-sponsor nexus; 
select a target whose assassination achieves strategic objectives that no military 
operation could; plan for mass casualties as an acceptable byproduct. This is 
professional operational planning at the strategic level. The failure was in the 
execution asset, not in the design. 
 
The IRGC learned specific lessons from the failure. It learned that civilian assets 
without professional tradecraft training are a liability. It learned that the cartel 
acquisition approach requires thorough vetting of the intermediary before 
commitment. And it learned that the United States law enforcement response — 
which was rapid, thorough, and publicly prosecuted — meant that future operations 
required better operational security discipline. 
 
What Tehran did not do was abandon the concept. The Quds Force's ongoing 
assassination campaign against US officials, current and former, documented across 
2024 and 2025, demonstrates that the strategic intent has not been moderated. 
The operational apparatus has evolved. 
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THE MODIFIED PLOT: 2026 ENVIRONMENT 
 
The operational environment in March 2026 is fundamentally different from the 
environment in which the Arbabsiar plot was conceived. It is different in ways that 
make an IRGC-directed attack on the United States homeland more likely, more 
operationally sophisticated, and more difficult to interdict than the 2011 attempt. 
Four structural changes define the current environment. 
 
COMMAND DECENTRALIZATION: 31 AUTONOMOUS REGIONAL COMMANDERS 
 
The most consequential operational change for US threat assessment purposes is 
the decentralization of IRGC command authority following Epic Fury strikes on 
Iranian command nodes. The intelligence assessment of 31 autonomous regional 
IRGC commanders now operating with degraded central direction from Tehran 
represents a fundamental shift in the threat model. 
 
In 2011, the Arbabsiar plot required authorization from Quds Force command — 
specifically from Shahlai at the senior command level. That authorization chain was 
a constraint: it meant the operation was controlled, deliberate, and tied to a central 
decision-making process that weighed risks. Thirty-one autonomous commanders 
operating without full central oversight means that the authorization constraint is 
degraded. Individual commanders with resources, assets, and a sufficient grievance 
can potentially initiate operations that neither reflect Tehran's current strategic 
calculus nor would be sanctioned under normal command discipline. 
 
The threat profile this creates is not a single, strategically calibrated IRGC operation 
against the United States. It is a distribution of potential actors with varying degrees 
of ideological commitment, operational resources, and risk tolerance — some of 
whom may assess that retaliation against the United States is both justified and 
achievable regardless of Tehran's current diplomatic or military posture. 
 
ESCALATION DOCTRINE AND ACTIVATION THRESHOLD 
 
In August 2025, every threat assessment had Iran threatened to activate its 
Western Hemisphere network in response to direct US military action has been 
overtaken by events. Epic Fury is not a threat of military action. It is ongoing military 
action. The activation threshold has been crossed. 
 
The specific mechanism for that activation — which assets, in which geographic 
locations, against which targets, at what timing — is the operational question. But 
the strategic decision to activate, if Iran is operating under its stated doctrine, has 
already been made or is under active consideration. The Arbabsiar-style operation is 
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no longer a contingency plan. It is a live operational option that has been promoted 
up the priority queue by the current conflict. 
 
ENHANCED CARTEL INFRASTRUCTURE AND THE CURRENT BORDER ENVIRONMENT 
 
The cartel infrastructure available to an IRGC operational planner in 2026 is more 
capable, more deeply embedded in the United States, and more diversified than it 
was in 2011. Three developments are particularly significant. 
 
First, the fentanyl precursor supply chain has created a new layer of Iranian-linked 
commercial relationship with Mexican trafficking organizations. IRGC-affiliated 
chemical and financial intermediaries are documented participants in the precursor 
supply chain that feeds Sinaloa Cartel and CJNG fentanyl production. This is not an 
operational alliance. It is a commercial relationship — but commercial relationships 
create personal contacts, demonstrated reliability, and a basis for deeper 
operational cooperation that did not exist when the Arbabsiar plot was conceived. 
 
Second, the capacity of the Sinaloa Cartel and CJNG to operate inside the United 
States has grown substantially since 2011. Both organizations maintain domestic 
cells in dozens of American cities, with personnel who are physically resident inside 
the United States and capable of providing local logistics, surveillance, and — if 
required — violence. The 2011 Arbabsiar plot relied on the premise that Los Zetas 
could send an execution team across the border. An updated version of the same 
plot has more options: cartel-affiliated personnel are already in place. 
 
Third, the US-Mexico border environment has been politically and operationally 
disrupted by the fentanyl and migration crisis to the extent that intelligence 
coverage of cross-border movement is stressed. The same channels that move 
fentanyl north move people in both directions. The Arbabsiar case established that 
the IRGC is aware of this. A more capable operation would exploit it. 
 
OPERATIONAL SOPHISTICATION: LESSONS APPLIED 
 
A 2026 version of the Arbabsiar plot would not make the same operational 
mistakes. The core operational failures — a cartel contact who was an informant, an 
asset who confessed immediately upon arrest, a financial transfer traceable to 
Iranian-linked accounts — are individually addressable with better tradecraft. 
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A professionally designed 2026 operation would use: 
 

• a vetted, tested intermediary rather than a cold approach to a criminal 
contact 

• cryptocurrency (specifically USDT on Tron, the same infrastructure already 
documented in use by IRGC-linked operators in Venezuela) for financial 
transfers rather than wire transactions 

• an US-based operational asset with professional counter-interrogation 
training rather than a civilian businessman recruited for his family 
connections 

 
All three of these improvements are available to the IRGC.  
 
The Quds Force's Unit 840 has been running sophisticated external operations 
against Israeli, Saudi, European, and American targets for a decade. The tradecraft 
level demonstrated in the MI5-documented twenty-plus Iranian-facilitated plots in 
the UK in 2025 is categorically more sophisticated than what Arbabsiar 
represented. 
 
THE COMPLEX COORDINATED ATTACK SCENARIO 
 
The final and most consequential analytical question is not whether the IRGC can 
replicate the Arbabsiar plot more successfully. It is whether the Arbabsiar model 
can be scaled into a complex, coordinated, multi-target attack that produces 
strategic rather than merely tactical effect. 
 
The answer, based on the documented capabilities and the current operational 
environment, is yes — and the architectural components for such an attack exist in 
the network that is already in place. 
 
TARGET SET ARCHITECTURE 
 
A complex coordinated attack on the United States would not target a single 
individual at a restaurant. It would target a set of locations and individuals whose 
simultaneous disruption produces a strategic message: that the United States is not 
safe from Iranian retaliation on its own territory, and that the cost of Epic Fury 
extends beyond the battlefield. 
The most plausible target set includes: senior government officials and their known 
public venues; critical infrastructure nodes in major metropolitan areas where 
Hezbollah pre-positioned networks have been documented by the FBI; high-
visibility symbolic targets (financial district locations, transportation hubs) whose 
disruption generates media amplification disproportionate to the physical damage; 
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and — drawing on the cartel domestic cell infrastructure — targets in American 
cities where cartel-affiliated personnel are in place and can provide local logistics. 
 
THE CARTEL ROLES: DIVISION OF LABOR 
 
In a complex coordinated attack scenario, different cartel organizations would 
contribute different capabilities based on their respective competencies. 
 
Sinaloa Cartel — the most globally connected of the Mexican trafficking 
organizations, with financial networks that reach across multiple continents and a 
demonstrated capacity for sophisticated logistics — provides the financial 
infrastructure component. Sinaloa's money laundering operations, which run 
through cryptocurrency exchanges, shell companies in multiple jurisdictions, and 
the US domestic banking system, can move funds that look like narco-trafficking 
proceeds rather than state-sponsored terrorism financing. An IRGC operational 
payment routed through Sinaloa's financial infrastructure is materially harder to 
identify as an Iranian state payment than a wire transfer from an Iranian-linked 
account. 
 
CJNG (Cartel Jalisco Nueva Generación) — the most militarily aggressive of the 
current major Mexican cartels, with demonstrated willingness to engage Mexican 
military and law enforcement in direct armed confrontation — provides the 
domestic operational capability component. CJNG maintains cells in more than 35 
US cities as of 2025 law enforcement assessments. Its personnel are familiar with 
surveillance, evasion of law enforcement, and organized violence at a professional 
level. An operation that requires armed action inside the United States does not 
need to import personnel across the border if CJNG domestic cells are available for 
hire. 
 
Los Zetas remnants and successor organizations (CDN, CJNG sub-factions) — the 
northeastern corridor organizations with the most developed human smuggling 
infrastructure along the Texas and Arizona border — provide the personnel 
movement component. If an operation requires moving IRGC-trained operatives 
from Mexico into the United States without going through documented border 
crossings, the smuggling infrastructure of northeastern cartel organizations is the 
mechanism. 
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The operational logic of the division of labor is: 
 

• Sinaloa handles money 
• CJNG handles local execution assets 
• Los Zeta or TdA (northeastern corridor organizations) handle cross-border 

personnel movement if needed 
 
The IRGC handler — operating from outside the United States, communicating 
through encrypted channels, with financial transfers routed through cryptocurrency 
intermediaries — never enters US territory at all. 
 
THE HEZBOLLAH DOMESTIC NETWORK COMPONENT 
 
The cartel component of the attack is the logistics layer. The intelligence and target 
development layer are provided by a different part of the network: the Hezbollah 
pre-positioned infrastructure inside the United States that FBI and NCTC 
assessments have documented for two decades. 
 
Hezbollah maintains individuals in the United States who have been trained in 
surveillance, target development, and operational planning. They are not currently 
activated. They are in a persistent stand-by state — living ordinary civilian lives, 
maintaining cover, waiting for an activation order that, under normal operational 
circumstances, never comes. Under a direct US-Iran conflict scenario, the activation 
threshold changes. The FBI has acknowledged under congressional testimony that 
it maintains active investigations into Hezbollah-linked individuals in the United 
States. The number of such individuals who are not under active investigation is, by 
definition, unknown. 
 
In a complex coordinated attack scenario, the Hezbollah domestic network provides: 
pre-attack surveillance of high-value targets; real-time intelligence on law 
enforcement response patterns; and potentially, individuals capable of direct action 
if the cartel execution component encounters problems. This is not speculative. It 
reflects the documented architecture of Hezbollah's global pre-positioned network, 
applied to the United States geographic context. 
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THE ATTACK SEQUENCE 
 
A conceptual attack sequence for a complex coordinated operation derived from the 
Arbabsiar model would proceed as follows. 
 
Phase 1 (months 3–6 before execution): IRGC handler outside the United States — 
operating from Venezuela, Lebanon, or a third-country safe haven — identifies 
operational objectives and makes contact with cartel intermediary through an 
established commercial relationship (precursor supply chain, cryptocurrency 
exchange). The financial arrangement is structured through USDT transactions that 
route through OTC brokers in Caracas or the TBA, making the funds appear as 
narco-trafficking proceeds. 
 
Phase 2 (months 2–3 before execution): Target development. Hezbollah-linked 
domestic assets, operating under standing surveillance cover, develop detailed 
intelligence on target movement patterns, security arrangements, and vulnerability 
windows. This intelligence is transmitted to the handler through encrypted 
communication channels that do not require direct contact between the US-based 
surveillance asset and the cartel execution element. 
 
Phase 3 (weeks 2–4 before execution): The CJNG domestic execution cell is 
activated and given target packages developed in Phase 2. Cell members, who are 
already in the United States and have no documented terrorism nexus, acquire 
materials locally through channels that produce no suspicious purchase patterns. If 
additional specialized personnel are required, the northeastern corridor smuggling 
infrastructure moves them across the border during the pre-execution window. 
 
Phase 4 (execution day): Simultaneous or near-simultaneous attacks at 3–5 
locations in 2–3 American cities. The simultaneity is the force multiplier — it 
overwhelms the initial law enforcement response, creates the media saturation that 
turns a tactical event into a strategic crisis, and makes attribution more complicated 
in the immediate aftermath. 
 
Phase 5 (post-attack): Iran denies all involvement. The attribution chain — IRGC 
handler outside the US, cryptocurrency financial transfers, cartel execution cells 
with no direct Iranian contact — requires investigative work that takes months and 
produces a narrative that is inherently less clean than "Iran attacked America." 
Tehran calculates that the combination of deniability and the US-Iran conflict 
context gives it operational room that the 2011 environment would not have 
provided. 
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ASSESSMENT AND CONCLUSIONS 
 
The Arbabsiar plot is not a historical artifact. It is a design document. 
 
It documents that the IRGC Quds Force, at the command level, made a strategic 
decision to attempt a mass casualty attack on US soil using cartel logistics. It 
documents that the financial infrastructure for that operation was in place and 
functional. It documents that the asset network — civilian Iranian-Americans with 
IRGC family connections — is a real recruitment pool. And it documents that the 
single point of failure was an informant who happened to be in place when the 
approach was made. 
 
In 2026, the strategic conditions that made the Arbabsiar plot attractive to IRGC 
planners are more acute, not less. The United States is in direct military conflict with 
Iran. The IRGC's command structure is decentralized, creating actors with both 
motivation and reduced central accountability. The cartel infrastructure available for 
operational acquisition is more capable and more domestically embedded. The 
cryptocurrency financial rails are more mature and harder to trace. The Hezbollah 
pre-positioned domestic network is a standing capability that has been maintained 
specifically for escalation scenarios. 
 
The FBI has been tracking this. The NCTC's September 2025 warning about AQ 
rebuilding for a major attack — which also noted the Iranian threat landscape — 
reflects the intelligence community's awareness that the threat is live. MI5's 
documentation of twenty-plus Iranian-facilitated plots in the UK in 2025 provides a 
validated operational tempo that translates directly to a Western Hemisphere 
threat estimate. 
 
The Arbabsiar case failed because of one informant. The baseline probability of a 
2026 repeat operation featuring the same fatal single point of failure is not zero. It is 
also not the question that should drive threat planning. The question is: what is the 
probability that a more sophisticated version of the same concept — one that has 
had fifteen years to learn from the 2011 failure and is now operating in a direct 
conflict environment — encounters exactly the right informant at exactly the right 
moment before it reaches execution? 
 
The answer is not reassuring. 
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