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EXECUTIVE SUMMARY

As the United States and Israel continue their campaign against the Islamic Republic of Iran,
many people are wondering how Iran, and more specifically the Iranian Revolutionary
Guard Corp (IRGC), is still functioning. Both the United States and Israel expected to crush
Iran within days causing the regime to fall, the IRGC to revolt, and the people to take to the
streets against the regime. Western media outlets, talking heads, members of Congress
and the public are starting to express their concern about the war, as Iran continues to fire
missiles around the region.

Iran follows a military strategy known as Mosaic Defense, which is one of the most
deliberately constructed asymmetric military doctrines of the 21 century. Rather than
attempt to match any attack in conventional force-on-force engagements — a battle
Tehran’s military strategists know they are unable to win — Iran has engineered a
distributed, layered, and deliberately opaque defense architecture to impose prohibitive
costs on any adversary attempting a large-scale military operation against Iran or its
strategic interests. From an intelligence standpoint, Mosaic Defense is not just a military
posture; it is a political instrument, a deterrence signal, and a strategic communication tool
simultaneously.

This intelligence assessment examines the origins of Mosaic Defense, its operational pillars,
its integrated relationship with Iran’s proxy network and missile arsenal, the intelligence
collection challenges, and the strategic implications for regional and global security.



FROM CONVENTIONAL FAILURE TO ASYMMETRIC INNOVATION

To understand the origins of Mosaic Defense, Iran’s experience in the Iran-lraqg War
(1980-1988) was what shattered Tehran’s belief that it could contest a well-
supplied conventional enemy attack. Even though Iran was numerically stronger, it
suffered devastating losses when confronted with Iraqi armor, chemical weapons,
and Western intelligence and logistic support. The war killed hundreds of
thousands of Iranians, consumed economic resources, and ended the ceasefire that
Ayatollah Khomeini once described as drinking a “cup of poison.”

The IRGC became the chief architects of Iranian military planning and strategy.
Unlike the conventional army, Artesh, which stayed focused on traditional warfare,
the IRGC studied and learned from revolutionary guerrilla movements, Hezbollah's
1982-2000 campaign against Israel in Lebanon, and Operation Desert Storm in
1991. Desert Storm, for Iran’s strategists, was a demonstration of what they could
never become — a force capable of winning a conventional high-tech war against an
adversary equipped and supported by the United States.

Mosaic Defense was studied and absorbed by Iranian military officers in doctrine
papers, demonstrated military exercises, and described as “creating a mosaic of
interconnected resistance nodes that deny the enemy any decisive center of gravity,”
by IRGC Chief Mohammad Ali Jafari.

The core concept was brutally simple — if you cannot present a target, you cannot be
defeated.

THE ARCHITECTURE OF DISTRIBUTED RESISTANCE

From an intelligence perspective, Mosaic Defense is built on five pillars, each
serving both a military function and a deterrence function,

First Pillar — geographic distribution of military assets

Iran has systematically relocated command nodes, weapons caches, missile
launchers, fuel depots, and communication infrastructure away from concentrated
installations that were vulnerable to a coordinated air campaign. The IRGC
embedded assets in tunnels beneath the Zagros and Alborz mountain ranges, in
hardened underground facilities along the Persian Gulf, in urban areas, and in
positions across the country. This was a deliberate imposition of targeting
complexity. Foreign intelligence agencies, instead of identifying one or two major
bases, were looking for hundreds or thousands of distributed nodes, which were
redundant and replaceable.



Second Pillar - Command and Control Redundancy

Mosaic Defense explicitly assumes that Iran’s centralized command structure will be
targeted immediately, causing them to adopt a strategy to pre-delegate authority,
distribute decision-making to unit commanders, and develop an armed force
capable of autonomous operation in a communication blackout. The intelligence
challenge this creates is enormous, as the traditional decapitation strike
methodology would have no effect on a military designed to fight without a leader.

Third Pillar — Integration of Irregular and Paramilitary Forces

The Basij Resistance Force — the IRGC’s mass mobilization division — numbers in the
hundreds of thousands spread across every province of Iran. In the Mosaic Defense
doctrine, the Basij does not serve as frontline combatants, but as a territorial
defense and area-denial force, capable of harassing, ambushing, and imposing
attrition costs on any invading force. Basij mirrors the Mao and Giap’s People’s War
doctrine, but adapted to a nation-state with modern weaponry. Basij is a diffused,
part-time, locally organized force with minimal electronic signatures and high
resistance to infiltration.

Fourth Pillar — Missile and Drone Arsenal

This is the Mosaic Defense’s primary offensive deterrent, after Iran invested decades
and enormous financial resources into developing one of the largest and most
diverse ballistic missile and cruise missile inventories in the Middle East. This
arsenal is not held in a small number of large, identifiable missile bases, but
distributed across hundreds of hardened launcher sites, with mobile transporter-
erector-launchers (TELs), and tunnel facilities. The 2019 attacks on Saudi Aramco in
Abgaiq and Khurais demonstrated the operational maturity of the system, with
precision strikes using a saturation of drones and cruise missiles to overwhelm
Saudi and American air defenses.

Fifth Pillar — External Network (The Axis of Resistance)

Hezbollah in Lebanon, Hamas and the Palestinian Islamic Jihad in Gaza, the Houthis
in Yemen, Kata’ib Hezbollah and other Shia militias in Irag, and various Syrian forces
gave Mosaic Defense a strategic extension outside Iranian borders. From Tehran'’s
perspective, these were not proxy forces, but forward-deployed elements of an
integrated deterrence architecture. They threaten Israel from multiple directions,
American assets across the Levant, Iraq, and the Arab Peninsula, and create the
prospect of a multi-front escalation that must be factored into a cost-benefit
calculations before striking Iran. The intelligence challenge is difficult — assessing



the command-and-control relationships, weapons transfer pipelines, and decision-
making authority across these non-state actors requires collection and analytical
resources at a very large scale.

INTELLIGENCE COLLECTION CHALLENGES

Mosaic Defense was designed to deny intelligence collection. Taking American and
Israeli satellites, signals intelligence (SIGINT), and human intelligence (HUMINT)
into account, Mosaic Defense confuses Western intelligence in developing an
honest assessment of what they know and what they assume to know.

From a SIGINT perspective, the IRGC has progressively shifted sensitive military
communications to fiber optic landlines, encrypted short-range radio systems, and
courier-based communications for the most sensitive command traffic. IRGC learned
by studying American after-action reports, and Iranian analysis of Israeli strikes on
Hezbollah, that satellite and aerial SIGINT could be degraded by minimizing
electronic signatures. Military exercises regularly incorporate communications
silence drills, and the IRGC maintains parallel communications with different
security protocols for peacetime, crisis, and conflict phases.

Image Intelligence (IMINT) presents its own problems with the Mosaic Defense
doctrine, where assets are spread across 1.648 million square kilometers, roughly
four times the size of California. Gathering intelligence would require continuous
satellite monitoring or exceptionally precise intelligence from other intelligence
sources. While the Fordow uranium enrichment facility, attacked by the US and
Israel during Operation Hammer Head, is only one example of Iran’s commitment to
subterranean hardening of its facilities, leading many intelligence agencies to
acknowledge uncertainty about the full scope of Iran’s underground infrastructure.

While the Mossad and CIA have achieved successes in infiltrating Iran with the
assassination of nuclear scientists, the extraction of nuclear materials from Tehran
in 2018, and the killing of IRGC Quds Force Commander Qasem Soleimani in
January 2020, deep penetration into the Mosaic Defense architecture has not been
achieved. The IRGC’s compartmentalized doctrine, recruitment from religiously and
ideologically committed personal, and its own counter-intelligence mechanisms
make gathering HUMINT extraordinarily resource intensive.



THE NUCLEAR DIMENSION AND MosAIC DEFENSE’S ULTIMATE LOGIC

No analysis of Mosaic Defense is complete without addressing Iran’s nuclear
program, which is the most consequential long-term dimension. While Iran’s
leadership has never publicly acknowledged a weapons program, and the
intelligence community’s assessments have evolved over time. Structural logic
behind Mosaic Defense is substantially reinforced by nuclear weapons capability.

While Mosaic Defense achieves credible conventional deterrence at the cost of
considerable material investment and strategic ambiguity, a nuclear capability
would transform the architecture.

The same distributed logic which protects conventional missiles would apply to
nuclear assets, the same command redundancy that makes Mosaic Defense resilient
would make nuclear deterrence more sustainable. For Tehran, the acquisition of
minimal nuclear deterrent would essentially close the vulnerability that Mosaic
Defense can partially address — the possibility of a sufficiently sustained,
technologically sophisticated American and Israeli air campaign could degrade the
conventional components faster than they could be replaced.

With the acceleration of uranium enrichment to 60% and 84% levels observed
between 2021 and 2024, the construction of additional centrifuge halls at Natanz
and Fordow, and the possible weaponization research at Parchin military complex
are not just data points, they are indications of the same strategic architecture.

MosAIC DEFENSE IN OPERATION

The April 2024 direct Iranian attack on Israel in Operation True Promise provided
the most significant practical data for assessing Mosaic Defense’s offensive use. Iran
launched approximately 170 drones, over 120 ballistic missiles, and more than 30
cruise missiles in a coordinated wave against Israeli territory. The attack was
telegraphed and almost entirely intercepted by a combination of Israeli, American,
British, French, and Jordanian air defense assets. From a kinetic perspective, the
attack achieved minimal damage.

Reading Operation True Promise solely from a kinetic lens misses its strategic
objectives. The attack demonstrated that Iran could and would conduct direct
strikes on Israeli territory. It tested Israeli and allied air defense response protocols,
generating intelligence about interception procedures, asset positioning, and
response timelines. It also showcased the scale of Iran’'s combined drone-missile
inventory to regional nations.



The Houthis Red Sea campaign provides additional intelligence. Houthi drone and
missile strikes on commercial shipping lanes, and later against Israeli territory,
demonstrated Mosaic Defense’s external network component — a non-state actor,
equipped with Iranian missile technology and operating with some degree of Iranian
guidance — imposed costs on global shipping, diverted military resources, and
created a strategic diversion on multiple targets simultaneously; all at a fraction of
the cost of using Iranian assets directly.

This was Mosaic Defense’s Fifth Pillar performing precisely as it was intended —
force multiplication through deniable, distributed actors.

VULNERABILITIES AND ANALYTICAL LIMITS

Any assessment of the Mosaic Defense doctrine must understand the
vulnerabilities, which are highly exploitable under the right conditions.

Economic attrition is a massive structural constraint. Mosaic Defense’s maintenance
of a large, distributed military infrastructure, the Axis of Resistance network, the
missile and drone industrial base, and the nuclear program places enormous
demands on an economy that is in shambles due to decades of international
sanctions. Numerous analysts have suggested Iran’s defense spending far exceeds
the gross domestic product (GDP) and has strained the regime’s domestic
legitimacy, as demonstrated by the protests in 2025. A sustained economic warfare
strategy could provide a best-case scenario to weakening Mosaic Defense through
denial of resources.

Succession and internal cohesion are uncertainty factors. Mosaic Defense depends
on the IRGC's institutional continuity and the ideological commitment of its
personnel. The 2022-2023 domestic protest movement following Mahsa Amini’s
death, the visible economic frustration of Iran’s youth population, and the structural
succession uncertainty around Ayatollah Khamenei's health all introduce variables
that could degrade the IRGC'’s internal cohesion and long-term effectiveness.
Historically, authoritarian military organizations fracture internally very rapidly. A
regime under domestic pressure may also become more aggressive, as was seen
during the recent riots, where police and military opened fire on their Iranian
citizens.

The proxy network and reliability are not unconditionally married to Iran.
Hezbollah's participation in the 2024 conflict with Israel, and the current bombing
of Hezbollah's locations, the destruction of Hamas as a military organization after
the October 7 attacks and Israeli bombing campaign, and the “political” change in
Damascus after the Assad regime was overthrown, were not things the IRGC



anticipated. While the Axis of Resistance is considered an asset for Iran, itis also a
liability — entangling Iran in proxy decisions, exposing it to escalation campaigns it
doesn’t control, and the reputation and resource costs when a partner terror
organization suffers significant setbacks.

STRATEGIC IMPLICATIONS FOR ADVERSARY PLANNING

For military and intelligence strategists, the Mosaic Defense doctrine presents
strategic problems that conventional deterrence theories don't resolve.

A decisive military campaign against Iran would need to simultaneously:

- Suppress the missile and drone force — requiring strikes against hundreds of
hardened and mobile targets

- Neutralize the IRGC’'s command infrastructure — designed to operate without
central direction

- Deter or suppress proxy retaliation across multiple theatres

- Prevent a nuclear breakout during or following the conflict

This is not a strategically coherent target set, rather it's an endurance contest
against a defense architecture deliberately designed to convert military superiority
into a war of attrition.

While Israel and the United States have bombed Iran previously, not considering
the current campaign, and the Gulf states pursuing diplomatic accommodation
rather than military force, the intelligence implication is the Mosaic Defense has
succeeded as a deterrence against large-scale conventional military attack.
Whether that remains to be true or not, will be determined after the current
campaign ends when Battle Damage Assessment and After-Action Reports are
prepared.

Additionally, while Mosaic Defense was perceived to be successful, many analysts
are concerned Iran will accelerate nuclear development, extend its regional
influence, and challenge American interests in the region. Iran’s “gray zone”
operations — cyber-attacks, assassination plots against dissidents abroad, drone
sales to Russia, and influence operations — all occur under the protection created by

the Mosaic Defense Doctrine.

CONCLUSION — THE STRATEGIC BALANCE

Iran’s Mosaic Defense strategy is a sophisticated adaptation to permanent strategic
disadvantage. Facing adversaries with vastly superior conventional military



technology, access to precision munitions, space-based intelligence assets, and
access to the world’s most powerful military, Iran’s security establishment made a
deliberate choice — it would not compete on those terms, because under those
terms it would lose. Instead, it constructed an architecture engineered to deny a
clean, decisive military victory that modern airpower doctrine promises.

From an intelligence perspective, Mosaic Defense demands a recalibration of
traditional threat assessment frameworks. The metrics that were used during the
Cold War — order of battle counts, platform comparisons, throw-weight calculations
—undercount Iran’s military capacity because they fail to capture the strategic
functions of redundancy, dispersion, ideological resilience, and multi-domain
deterrence that Mosaic Defense provides. Equally, they overcount Iran’s capacity to
conduct conventional force-projection operations beyond its neighborhood, which
remains limited.

The most important understanding of this assessment is Mosaic Defense has
materially altered the strategic calculus in the Middle East in ways that will persist,
regardless of changes to specific Iranian leaders, nuclear negotiations, or proxy
conflicts. The doctrine is now institutionalized within the IRGC, embedded in the
physical infrastructure across the country, and extended through the Axis of
Resistance, Mosaic Defense will remain the foundational framework for Iran to
pursue its security interests, manages deterrence, and projects strategic power.

For success against Iran, any enemy must:

- Sustained, multi-INT (intelligence) investment in mapping the distributed
architecture

- Tracking nuclear program indicators, as an integral element of Mosaic

- Closely monitoring internal IRGC cohesion

- Developing more sophisticated models of proxy decision-making authority

The Mosaic has no single vulnerable tile whose removal collapses the whole, rather
understanding the architecture in its full complexity to find vulnerabilities that can
be exploited.
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